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Centralised v decentralised

Centralised company

Decentralised company
(blockchain)



Distributed ledger

Instead of your bank having
control over your account
ledger, control of the ledger
is decentralised and
dispersed among multiple
computers on the network.

Each computer holds a copy
of the distributed ledger
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Current payment systems require
third-party intermediaries that often
charge high processing fees...

... but peer-to-peer payment using a distributed
ledger could allow for direct payment between
individuals



Centralised v decentralised
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S48 Clear governance

Single trusted party
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Easy to identify responsibility

Regulatory certainty

(possibly regulated depending
on sector)

Centralised company
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How blockchain works

F O

Decentralised Cryptography Distributed ledger Consensus protocol Immutability

The network is | To protect the | Every node on the | When a new | Every block on the
decentralised, data, cryptography | network has a copy of | transaction is made, | blockchain has a
meaning that there | is used as a form of | the ledger. Every | every node on the | unique hash. Each
is not a single encryption. transaction is therefore | network is asked to | block references the
governing authority cross-checked across all | verify that this | previous  block. If
or person, instead ledgers and prevents | transaction is in line | someone were to
there is a network data loss. with the prior | tamper with a block in
of nodes. transactions recorded | the chain, it would
on their ledger. alter all subsequent

blocks and  would

identify this as false.




Centralised v decentralised

Unclear governance

Trustless

Difficult to identify
responsibility

) (8) () (5%

Legal uncertainty

Decentralised company
(blockchain)
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What are regulators worried about?

©

Cryptoassets

T —
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Investor Privacy AML/CTF Currency Cybersecurity
protection leakage
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Investor protection

© Token categorisation

-
AE Perimeter issues
°j?§’ Decentralisation

Decentralised company
(blockchain)
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Tokens - categorisation

Akin to a
traditional currency

Used as a medium of
exchange for any goods

Payment token Asset token

Represents an underlying
financial asset

Analogous to traditional
securities such as bonds,
equities or derivatives

E-money?

Regulated

Gives the user ownership
or coupon rights to a
specific set of goods

and/or services

Not regulated,
but depends
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Asset tokens

EU-wide approach

MIFID Il
Financial Instruments

Transferable
H securities
i
i
tmmmmmmmmeee Money market instruments
]
i
i Units in collective
investment undertakings

Various derivative
instruments

cmmmccccc—dr——————————

Shares

Bonds

Other securities
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Payment tokens

is electronically stored;
EU approach
* has monetary value;

* represents a claim on the issuer;
* isissued on receipt of funds;

* isissued for the purpose of making
payment transactions;

* is accepted by persons other than
the issuer.

| 27



Perimeter issues

Regulatory
concerns

existing

N—-IA
VAN

plementation
of new regimes

Regulatory
Reform
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UK approach - FCA framework

Regulated tokens

Unregulated tokens

L 4

Security tokens

ei.e. tokens satisfying definition of specified
investments under RAO (excluding e-money)

L 4
E-money tokens

ej.e. tokens meeting definition of e-money
under the EMRs

Starting point for analysis

What are its key
characteristics?

4
Utility tokens

ei.e. tokens redeemable for access to a
specific product or service (akin to vouchers)

L 4

Exchange tokens /cryptocurrencies

ei.e. designed primarily as a medium of
exchange (e.g. bitcoin)

How does it work?
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The EU approach

Parliament report
on virtual
currencies

(May 2016)

Parliament and
Council report

(estimated spring
2021)

Compromised text

(estimated winter
2021)

Blockchain
Observatory &
Forum

(Feb 2018)

Commission
proposal

(expected 20 Sept
2020)

Entry into force
(estimated 2022)

EBA/ESMA advice
papers

(Jan 2019)

Commission
consultation paper

(Dec 2019)
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Implementing new regimes

Gibraltar approach — Jan 2018

WHAT
o A framework built on ensuring adequate and
accurate disclosure and adherence with AML/CFT

WHY
-------------- o “Creating legislation that will provide strong

oversight and consumer protection without stifling
the innovation”

IMPACT
o Thirteen firms have been granted licenses



Implementing new regimes

Malta approach —July 2018

WHAT
o Implemented three new pieces of legislation to
bring cryptoassets into the regulated space

WHY
""""""" o Aim to be “blockchain island”

IMPACT
o Foreign crypto players set up operations in Malta
o Fourteen cryptoasset agents approved



Implementing new regimes

France approach — May 2019

WHAT

o Avoluntary regime which token issuers can opt into to
gain an AMF license

WHY

o “Ambition to make France an ICO capital”

o “We cannot regulate new technology with ancient
regulation”

IMPACT

o Reignited conversation in Brussels to have a unified
approach to cryptoassets

o Improved visibility of ‘legitimate’ projects




Decentralised finance

w{Z» GNOSIS

hﬂ MAKER &) Compound

Blockchain infrastructure
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Decentralisation — exchanges

1. Person A signs order of Decentralised

wanting to sell 1BTC for
OETH / order book

Person A

3. Smart contract ensures the
order is valid and has not
expired and executes the
transaction

2. Person B accepts the
order

\
-

Person B

| 19



Decentralisation — non-custodial wallets

Custodial wallets Non-custodial wallets
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Is there personal data?

Who is the controller?

Has there been a transfer?

Decentralised company
(blockchain)

Immutable data
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Key legal challenges
Privacy and data protection

Is it personal
data?

Public

key visible Anonymisation

"Irreversibly
prevents
identification"

Singling Link to
out Individuals

Hashing/
encryption

Can be traced
back to
individual
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Key legal challenges
Privacy and data protection

Data protection
issues

Decentralisation

Who is the data
controller/
processor?

Right to be
forgotten

Data
minimisation

Right to access

Right to
amendment
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. . .
Custodial wallet providers
%ﬁaf’ Cryptoasset exchanges

Decentralised company
(blockchain)
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Implements the Financial Action Task Force guidelines on anti-money laundering —
S5AMLD implements measures to bring transparency to cryptoasset transactions.

Cryptoasset transactions can be anonymous
— Concerns that this will be used to conceal financial transactions

S5AMLD brings cryptoasset exchanges and custodian wallet providers within the
scope of the money laundering directive

Providers will have the responsibility to monitor transactions and verify
customer IDs
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5AMLD - cryptoasset exchanges

Activities pertaining to a cryptoasset exchange are:

e exchanging, or arranging or making arrangements with a view to the
exchange of, cryptoassets for money or money for cryptoassets;

e exchanging, or arranging or making arrangements with a view to the
exchange of, one cryptoasset for another; or

e operating a machine which utilises automated processes to exchange
cryptoassets for money or money for cryptoassets.
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AML — custodial wallet provider

Activities pertaining to a custodian wallet provider are:

* Providing services to safeguard, or to safeguard and administer:
— cryptoassets on behalf of its customers; or

— private cryptographic keys on behalf of its customers in order to
hold, store and transfer cryptoassets, when providing such services.

| 27



Currency leakage

Consumer protection

=== Monetary control

Decentralised company
(blockchain)
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Stablecoins — consumer protection

* Legal certainty

* Sound governance

* AML/CTF

» Safety, efficiency and integrity of payment system
* Cyber security and operational resilience

* Market integrity

e Data privacy
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Stablecoins — monetary control

* Monetary policy
* Financial stability
* International monetary system

* Fair competition
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Cybersecurity

©)(@®{=)@)

Brute force attacks

Double spending

DDoS attacks

Decentralised company
(blockchain)

Quantum computing
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Brute force attacks

H|OnESt nof]es add Block 51 Attacker uses 51% of networks mining
blocks to the Block 49 Block 50 -100 BTC Block 52 power to publish block before honest
public blockchain nodes

Block 50 Block 51 Block 52 Block 53
—-0BTC

Attacker begins to add Attacker spends 100 Honest nodes follow longest
blocks to a private copy of bitcoin on public chain, chain — attacker retains
the blockchain but does not record this spent bitcoin

on private chain

| 48



Double spending

The same
currency unit is
assigned to
multiple users

Multiple users
therefore use
the same coin
simultaneously

Clothes
Ny Transaction 2 Q
Transaction 1 258 58
@ Public key used Alice uses the Gg&
to confirm that _25B same bitcoin -5B
Alice Alice has used address and Alice
the correct public key for
private key Transaction 2

— Alice’s — — —
@ Bitcoin wallet @l @] @
containing her
Bitcoin address

@ 1008 c@ 75B 708 m@ 708 @

Public key Private key Public key Private key
(known only to Alice) (identifiable
through Alice’s

transactions)
Elements of

Bitcoin address
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DDoS attacks

Regular DDoS attack

DDoS attack on a
blockchain @
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Quantum computing

* Blockchain is cryptographically secure and has yet
to be hacked

* Quantum computing threatens to do this through
the vast number of calculations it can process

* Future blockchains may have to incorporate
quantum cryptography

computation time (hours)

s
1012

[

-1[]-]2
1075

-+ =X =+ quantum: 100 MHz clock

—=8— classical: 10" operations per second

)
|
T4
ZIs
ol
80T

binary length of number to be factored
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GDPR obligations

Legislation

Who does it
apply to?

Security
obligations

Breach
notification

General Data
Protection
Regulation 2016

Controllers and

processors

Pseudonymisation and encryption of personal data
Ability to ensure ongoing confidentiality, integrity, availability and resilience of processing systems
Ability to restore availability and access to personal data in the event of a physical or technical

incident
Process for regularly testing, assessing and evaluating effectiveness of technical and organisational

security measures
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NIS obligations

Network and

Legislation Infor'matl'on Security
Directive 2016

Operators of essential services (infrastructure)
Who does it Online marketplaces

apply to? Online search engines
Cloud computing service providers

Member States require to have a national framework to manage cyber security incidents

S rit Cooperation group required among Member States to support and facilitate strategic cooperation and
ecurity exchange of information
obligations Must take appropriate and proportionate security measures to manage risks to networks and

information systems

Breach
notification
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Smart contracts

©)@&) (&)

Is it a contract

Jurisdiction and governing law

Interpretation of underlying intention

Decentralised company
(blockchain)
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What is a smart contract?

earthquakeinsurance.sol i 4 9 & W v

if (msg.sender != oracle) { throw; }
0x4b0897b0513fdcTch4" ¥ | Transaction origin
/* For each policy ... */
3000000 Transaction gas limit
for(uint i = @; i < policy holders.length; i++ ) { Value (.. 7 ether or 5 wei, defaults fo ether)
/* If the policy is expired, there is no payout. */
if(pelicies[policy_holders[i]].expiration < now) break; Attach B Transact B Transact (Payable) & Call

/* Tf the policy covers a different location, there is no payout. */ v earthquakeinsurance 4224 bytes

if(policies[policy_holders[i]].location != location) break; At Address Create  "0x14723a09acfi6d2ab0dcdf7 aadafi

* Neither smart nor a T

policies[policy_holders[i]].amt_due += policies[policy_holders[i]].limit; £0606040523461000057604051602080611080232¢

Interface [{’ constant"false "inputs™ [{'name""req_amt" "typ

t t /* Log the payout on the blockchain */
CO n ra C EarthquakePayout(policies[policy_holders[i]].owner, Web3 deploy D Wrasredie = /5 o @ wpe e |

policies[policy holders[]] limit); var earthauakeinsurancecontract - web3. et

var earthquakeinsurance = earthquakeinsur

¢ Computer programme s

from: web3.eth.accounts[0],
/*** Receive Payout Function *+*/ " e

data: '0x60606040523461000057604051¢
/#*= This function is called by the insured to receive their payout. *#*/ o T

. .
, functi . tract,

designed to implement o recete ppon() reus (in: smo) e

i (typeof contract.address l== 'unde

o it i I icy . i =/
/* Exit if the policy doesn't exist */ console. Tog('Contract mined! adc

if(policies[msg.sender].owner == @) { return @; }
an agreement »’

/* Store the amount of the payout ... */
uint payout = policies[msg.sender].amt_due;

/* If the payout is zero, then exit. */
° - ’ Metadata location Ir
if(payout == @) return 8; bzzr //73e69fb8b3 1hd5bda52c428fe79834eebas 18

Toggle Details

/* Send the payout, and if it succeeds
if(msg.sender.send(payout)) {
/* ... then we mark the amount as paid. */
policies[msg.sender].amt_due -- payout; balance -- payout;
return payout;

¥

return @;
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What is a smart contract?

* A programmable computer protocol that can automatically
execute the terms of a contract

* Despite not being a contract itself, contract law can apply
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Why use a smart contract?

* Automatic execution reduces contracting risks
- deliberate non-performance
- third-party interference
- force majeure
* Less ambiguity — computer programmes require precision
e Standardisation —reliably repeatable performance
* Fraud avoidance — contract stored “permanently”

| 41



Key legal challenges
Contract law

* Which law applies?
* |s asmart contract the contract or just a part of the contract?
* |Is the smart contract enforceable?

= What elements are required to make computer code an
enforceable contract?

= What happens if there is a conflict between the parties'
intentions and the smart contract code?
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Key legal challenges

Contract law

* Unlikely that a smart contract is the whole agreement

- Usually only a few clauses of an agreement require action by the
parties

- Typical agreement boilerplate cannot be coded as a smart contract
*  Written agreement v smart contract:

- Is the contract the written agreement alone?

- Is the contract the smart contract alone?

- Is the contract the written agreement plus the smart contract?
* Smart contracts need to be carefully designed

- Comply with all applicable laws and regulations

- Implement parties' intentions and be fully enforceable

43



Deposit Guarantee Scheme Directive (DGSD)

The DGSD aims to
harmonise depositor
protection within the EU,
including a definition of
what constitutes a bank
deposit

The prospectus rules should apply to cryptoassets
offered to the public, including through an ICO,
where the instruments qualify as transferable
securities
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Prospectus Directive

The Prospectus Directive
requires publication of a
prospectus before the offer

of securities to the public or

the admission to trading of =
such securities on a

regulated market situated or
operating within a Member
State

The prospectus rules should apply to cryptoassets
offered to the public, including through an ICO,
where the instruments qualify as transferable

securities
| 45



Transparency Directive

The Transparency Directive
aims to provide the =
disclosure of accurate,
comprehensive and timely =
information about issuers
whose securities are
admitted to trading on a
regulated market situated or
operating within a Member
State

Where the cryptoassets are transferable securities admitted to
trading on a regulated market situated or operating within a
Member State, their issuers will therefore need to comply with
the periodic and ongoing disclosure requirements set in the
Transparency Directive
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Markets in Financial Instruments Directive

A firm that provides

investment

services/activities in relation

to financial instruments as

defined by MIFID Il needs to
be authorised as an

investment firm and comply
with MiFID Il requirements

Cryptoassets that are deemed to be transferable
securities will have to comply with this Directive
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Market Abuse Regulation

The MAR prohibits insider
dealing, the unlawful
disclosure of inside
information and market
manipulation (market
abuse)

The novel nature of cryptoasset market could mean
that some new abusive behaviours may arise which
are not directly captured by MAR or current market
monitoring arrangements
| 48



The Settlement Finality Directive and Central Securities

Depositories Regulation

The aim of the Central

Securities Depositories

Regulation (CSDR) is to

harmonise certain aspects

of the settlement cycle,

settlement discipline and
provide a set of common

requirements for CSDs
operating securities

settlement systems in order

to enhance cross border Where cryptoassets qualify as transferable
settlement in the EU securities and are traded on trading venues, their

issuer, provided it is established in the EU, shall
arrange for such securities to be represented in
book-entry form with an authorised CSD
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The Alternative Investment
Fund Managers Directive
(AIFMD) lays down
requirements for the
authorisation, organisation,
business conduct and
transparency of managers of
alternative investment
funds

Some cryptoassets may qualify as units in collective
investment undertakings, most likely AlFs. Further
analysis will be required to assess whether those
cases may fall within the scope of the AIFMD
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Directive on Investor Compensation Schemes

The Directive on Investor
Compensation Schemes provides
access to compensation up to a
specified amount for investors
where the investment firm is no
longer financially able to meet its
obligations and requires all
authorised investment firms to
belong to such a scheme

Applicable to crypto firms in so far as they
fall within the remit of being a MiFID firm
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